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MARCH 2017 – PROTECT PATIENT HEALTH INFORMATION 
 

VUMC Pop-Up Screen 

Remember the reason for the HIPAA pop-up screen is to inform users they are accessing a medical record that will 

trigger an audit alert to the Privacy Office. The pop-up screen now displays the name of the patient record you are about 

to access. You can also comment in the box to indicate your reason for accessing.  
 

NOTE: If the pop-up shows the incorrect patient name and you hit cancel, this is not considered an accidental 

 access but NO ACCESS. Always confirm you are entering into the correct authorized EMR before you click 

 Submit! 

 

 

 

 

 

 

 

 

 

 

 
 

How to know when you are authorized to access a patient EMR? 

 Your role needs/requires you to access the patient EMR (Being employed by the VUMC area in which the 

patient is being seen does not automatically make you authorized to access a patient’s EMR!) 

 Another authorized user requires your assistance with this EMR (Example: Physician in your clinic asks you to 

log in and print patient information for them and they are treating the patient). 

 Violations for Unauthorized access to patients’ EMRs are considered Level 3 and Level 4 violations. These 

violations will result in a written warning, final warning or termination of employment.  

Locking and Logging Off Workstations: 

REMEMBER failure to logoff a workstation on the VUMC network that allows access to confidential information or 

patient information is a violation of VUMC policy and a Level 3 Violation which will result in disciplinary action. 

 Workstations must be secured by locking the screen or logging off whenever the user walks away. Failure to lock 

the computer screen may result in others using the system under someone else’s user identification which is a data 

integrity concern. 

 If you fail to log off a computer or lock the screen and someone else uses the computer under your user 

identification, you may be held accountable for any activity that results in unauthorized access to a patient’s 

record or inappropriate use of the Internet. 
 

Breach Notification and Reporting: 

 Breach Notification and Reporting is REQUIRED anytime individually identifiable Personal Information or 

Protected Health Information (PHI) is accessed, used, or disclosed without authorization (including errors) that 

compromises the security or privacy of such information.   Accessing and reading any information contained in 

an EMR is considered compromised if the employee is not authorized to access this medical record.  
 

Failure to abide by VUMC’s policies may lead to disciplinary action, up to and including termination. 

IM 10-30.02: Breach Notification: Unauthorized Access, Use or Disclosure of Individually Identifiable Patient or Other Personal Information 

IM 10-30.12: Sanctions for Privacy and Information Security 
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